IIpakTHyeckoe 3aJanue /s PerHOHATIBLHOI0 3TANA BCEPOCCHICKOI 0OJIMMITHA/IBI
IIKOJBHUKOB M0 TexHoaoruu 2022 — 2023 yyeOHbIii 1o

poduas “Uudopmanuonnas bezonmacuocts”, 10-11 kiace

TemaTuku 3agaHuK
B Type HeoOXomMMO pemmTh Kak MOXHO Oonblie 3aganuii. HaOophl 3alaHuil OPUEHTUPOBAHBI Ha
KOMILUTEKCHYIO OIIEHKY HABBIKOB YYAaCTHHUKOB PETHMOHAIBHOTO Typa M OXBATHIBAIOT MEPEUUCICHHBIC

HWKE TCMBbI!

Web (nouck ys3BUMOcTel web-IpHriIoKeHui );
PeBepc kona (aHaIN3 HCXOAHBIX TEKCTOB KOMITBIOTEPHBIX IIPOTPaMM);
Amnanu3 Tpaduka (TIOUCK CJI1eJ0B HHIIUACHTOB B CETEBOM TpaduKe);

1

2

3

4. Linux\Unix (HaBbIKH aIMHHUCTPUPOBAHUS ONICPAIIMOHHBIX CUCTEM);

5. ®dopenH3uka (IOUCK CIIeI0B HHIIMJCHTOB HHPOPMALIMOHHOHN 0€301MacHOCTH);
6

Cpencrsa 3ammtsl nHDop™Maruu (C3N).

[Tpumeyanus:

Onenka 3amannii (kpome Ttematuku C3U) mpowsBoAWTCS aBTOMATHYECKH 110 (HaKTy
pa3MenieHns YYaCTHUKOM B TIOJI€ JIJIS BBOAA KOPPEKTHOTO (uiara — CTPOKH ONpEIeNIEHHOTO BHUIA
(mabmon OynmeT TpHCIaH Tepel HavajaoM Typa), JOCTYNl K KOTOPOMY SIBISIETCSI HHIUKATOPOM
YCHEIIHOTO PEIICHUS 3aJaHus.

Ouenka 3agHuii mo tematuku C3U npou3BOAUTCS OpraHU3aTopaMd Ha OCHOBaHUU
MPEIOCTAaBIEHHBIX YIaCTHUKAMH (PaiiyioB/CKPUHIIOTOB.

MakcruManbHO BO3MOXKHOE YHCIIO 0aJIOB 3a MPaKTUUYeCKHid Typ — 35 OasuioB.

WHCTpyKIMK I8 OpPraHU3aTOPOB M yYacTHHKA MPUIOKEHBI K JIAHHOMY JIOKYMEHTY

(ITpunoxenne A u b).

NudpacTpyKkTypa y4acTHUKA
1. Ha IIK y9acTHHKa OMTUMIHA/IBI JOJDKEH OTCYTCTBOBATh JIOCTYM B ceTh “MHTEepHeT .
2. Ha IIK y4acTHHKA yCTaHOBIIEH rumepBu3op VirtualBox™.
3.Y9acTHUKY MPeOCTaBIIsETCS 00pa3 BUPTYAIbHOM MAIIMHBI C HEOOXOAMMBIM IPOTPAMMHBIM
oOecrniedeHueM ISl peleHus 3alannid. BupTyanbHyio MaluHy y9acTHHUKA TpeOyeTcs 3ayCTUTh JI0
Havaja 3K3aMeHa.
4. Ha cepBepe opraHu3aTopoB 3aIlycKaeTcsl BUpTyaibHas MamuHa ¢ [Inardopmoii ¢ 3aganusmu. Ona

WCTIONB3YETCs IS peLeHNs BCeX 3a/laHui, KpoMme 3aaanuil o padore ¢ C3U. MHCcTpyKuus nmo

L https://www.virtualbox.org/wiki/Downloads



https://www.virtualbox.org/wiki/Downloads

pasBepThiBaHuio [1aThopMbl perocTaBiieHa B COCTaBe JAHHOT'O KOMIUIEKTa JIOKYMEHTOB.
Bupryanpras mammaa ¢ [InaTdopmoii Takke qoHKHA OBITH TOCTYITHA O JIOKAJIFHOM CETH C MaIlIWH
YYaCTHUKOB.

5. Jns 3arpy3Kky ydacTHUKaMu (haiiiioB (CKPUHIIIOTOB, CKPUIITOB, KOH(OHUTYPAIIMOHHBIX (paiiioB 1
T.11.), TOATBEPKAAIONINX BEITIOTHEHNE 3a0annil Tematuku C3U, opraHu3aTOpsl IPEAOCTaBsIT
MEXaHW3M HHIUBUIYAILHOM 3arpy3ku 3TuX ¢ainoB. Hampumep, uepe3 LMS, siHaekc-hopMsl, oO1me

TarkKy Ha CEPBEPE (I/IHI[I/IBI/II[yaJ'H)HBIe nanky ¢ NI€PpCOHAJIBHBIM JOCTYIIOM IJIA KaKAOTO y‘laCTHI/IKa).

BI/IpTya.HI)HLIC MallrHbI JOCTYIHBI JJIs1 CKaYUBAHUA B CCTU I/IHTepHCT BO BpEMs IMPOBCACHUA
OHI/IMHI/Ia)Z[bI 10 CChIJIIKaM HUXKE:

OcHoBHast ccbuka: https://miem.hse.ru/rosh/2023/download/vmlink_v

PesepBHas ccpuika: https://drive.google.com/drive/folders/IDh_Hh056-4hhCf8RUS0O3_bad1eDIYTCS5
Jlorun / mapons miatdopmer CTFd: admin / <:>[wv6;jeuu8~,YK3+]h}nFw>fRP k+

[Mapons OC Ubuntu: gaK!Goa=10d

[Mapous ot zip-apxusa: I}NHH#PI36&$*F$Q:ZYS_s&?pY:t)Og+

O61mmue TpeGoBanus
1. Jlo Hadaia MpakTHYECKOTo Typa HeoO
xoaumo obecnieunts poctyn ¢ [IK yuactaukos k [Inardopme ¢ 3ananusMu, pasBepHyTOH Ha cepBepe.
Ha skpanax [1K yyacTHHKa JOIKHBI OBITH BBIBEAECHBI OKHA PETHCTPALIMH Ha IUIaTGOPME C 3a1aHUSIMU.
2. [locne crapra NpakTHYECKOTO Typa, YYACTHHUK JOJKEH BBIIIOIHAET 3alaHHS OJTHOCTHIO
caMoCTOSITENbHO. 3aanus pacrosoxkeHsl Ha [lnatdopme. [IporpaMMHBIN HHCTPYMEHTAPHHA AJIS HX
pelieHus AOCTyIeH Ha BUPTyanbHbIX MamuHax Ha [1IK ydacTHHKOB.
3. Ilo okoOHUaHUM pelIeHus 33JaHUH YIACTHHUK OJIMMITHA/IBI MOXKET MOKUHYTh ayAUTOPHUIO.
4. Haiinennsie ¢uaru (kpome 3amanuii C31) sBogsitest Ha [Tnardopme. KonruecTBo MOMBITOK BBOJIA

(nara He orpaHHUYeHO. 3a OTMOOYHO BBEICHHBIN (hjiar Oa/UIbl HE CHHXKAIOTCS.


https://miem.hse.ru/rosh/2023/download/vmlink_v
https://drive.google.com/drive/folders/1Dh_Hh056-4hhCf8Ru5O3_bqd1eDIYfC5?usp=sharing

Qopescsna

web

Pucynok 1 — npumepHsIil Bu 3kpanHoro naTepderica [lmaTdopmsl ¢ 3amannsaMu
IHopsinoxk npoBeneHus
JUTenbHOCTh MPAKTHYECKOTO Typa (BBIMOJIHEHUE MPAKTHYECKUX 3alaHuil) A ydacTHHKoOB 10-11
knacca coctapnser: 160 munyTt (6e3 ydera aByx 10-TH MUHYTHBIX TiepepbiBoB). B ciydae
OoOHapy>XeHHsl HEUCTIPABHOCTH B 00OPYIOBaHWM, BOSHUKIICH HE M0 BUHE YYACTHHKA, [0 PELICHHIO
HaOmromaTenst JaHHBIM ydacTHUK mepececth Ha [IK w3 umWcna 3ape3epBHpPOBAaHHBIX Ha Ciydai
OoOHapy>XeHHs1 HEUCIIPABHOCTH B OO0OpY/IOBaHWM, BO3HHUKIIEH HE MO BHHE y4YacTHUKA. Bpewms,

3aTpa4y€HHOC Ha BBIABJIICHUC U YCTPAHCHUEC HEUCTIPABHOCTU KOMIICHCUPYCTCA.



Kapra pa3z6aninoBku ais 10-11 kiaccoB

No 3amanus | Temarnka 3amaHus Kpurepun oneHku Komn-Bo 6amioB
1. Anamms Tpaduka | PakT pa3MemieHHs] YYACTHUKOM B TIOJE 3
IUIs1 BBOJA KOPPEKTHOro (uiara
2. dopeH3uka @akT pa3MEIICHHs] YYaCTHUKOM B IIOJIE 4
IUIsl BBOJA KOPPEKTHOro (uiara
3. Pesepc kona @akT pasMelleHUs] YYaCTHHKOM B IIOJIE 8
IUIs1 BBOJA KOPPEKTHOTo (uiara
4. Web @akT pasMelleHUs] YYaCTHHKOM B IIOJIE 4
IUIs1 BBOJA KOPPEKTHOro (uiara
5. Web-2 @akT pasMeleHUs] YYaCTHHKOM B IIOJIE 4
IUIs1 BBOJA KOPPEKTHOro (uiara
6. Linux\Unix @dakT pa3MenieHUsT yYaCTHHUKOM B TIOJIE 4
IUIsl BBOJAa KOPPEKTHOro (uiara
1. C3U Nel Kputepuu onienku mpuBeaeHs! B 3aJaHUN 4
8. C3U Ne2 Kputepuu onienku nmpuBeaeHs! B 3aJaHUN 4
PX 35




3ananus

Ananu3 Tpaduka

Ha Web-cepBepe opbutansHOi cTaHIMK ObUT 3aMKCHPOBaH MOJ03PUTEIbHBIN TpadHK, MOCIE Yero
yIIpaBJIeHHUE €10 OBUIO IePEXBAYCHO 3TOYMBIIUICHHUKAaMHU. BCkope KHIak MoydnT aHOHUMHOE
coobmenue "$l ciplman, KOCMOHABTHI OUY€Hb YMHBIE. JlokaxkuTe 3T0. S BepHy BaM yIipaBieHne
CTaHIMEH, ecIM CMOXKeTe HalTH B pparMeHTax Tpaduka (.pcapng) u paciimppoBaTh MOH KIIIOUYHK.
Wnaue BoI Bce cropute B atmocepe! Axaxaxa!". [ToMorure skunaxy paccieoBaTh JTaHHbIH
MHIUICHT ¥ BEPHYTH yIIPaBJICHHE CTAaHIINEH.

[{enb pabOTHI: SBISETCS MCCIIE0BaHUE 3aucH Tpaduka (.pcapng).

Hror paboThl: HAXOXKACHNE U JEKOANPOBaHUE (Iiara, JOCTYI K KOTOPOMY SBIISIETCS] HHINKATOPOM
YCIEIIHOTO PEIICHUS 3aTaHUS.

Kpurepuii olleHKH: IpeI0CTaBICHNE IPaBUIBHOTO tara.

Pexomennyemeble mpenycranosieHnble yTuiuThl: WireShark, python3
DopeH3uka

B oTnen nccnemoBanust MHIUACHTOB OPOUTATEHON CTAHIIMH TIPHUCITAIN AaMIT (HailIoBON CUCTEMBI
cepsepa. Bor Ob1 HaliTi uiar.

[{enbt0 pabOTHI SIBIISIETCS UCCIIEIOBaHUE faMIia (aiijIoBOH CHCTEMBI cepBepa.

Utor pabotel: HaxoxaeHue (ara, J0CTYN K KOTOPOMY SIBIISIETCS MHIUKATOPOM YCIIEITHOTO PEIIeHUS
3alaHusl.

KpuTepuii olleHKH: IpeI0cTaBIeHNE KOPPEKTHOTO utara.

Pexomenmyemble ipeaycTaHOBICHHBIE YTHIMTHL: ftk imager/mount
PeBepc koga

B otnen 6e3onacHocti 10 opOuTanbHO# cTaHiy ObUTa IPHCIaHa MporpaMma Ha si3bIKe
C. TloaknroueHue ¢ MOMOIIBIO KOHCOIBHON yTHIIUTHI netcat - “nc [host] [port]”

[{esibt0 pabOTHI SIBIISIETCS UCCIIEI0BaHUE JIOTHKH PaOOThI mporpamMmsbl Ha si3bike C. [Ipu aTom:
* TpebyeTcs onpenenuTh yI3BUMOCTb B HICXOAHOM KOJE;

* [IposkcITyaTHpOBaTh 3TOT YA3BUMOCTB;

* [Ipu ycnemrHo# skcIutyatanust ysi3BUMOCTH BBl omy4nTe JOCTYH K Qaary.

Uror pabotsl: nonydeHue (riara, J0CTYI K KOTOPOMY SIBIISIETCSI HHUKATOPOM YCIEITHOTO PEIICHHSI
3aJlaHusl.

Kputepuii OIIEHKH: TIPEIOCTABICHIE KOPPEKTHOTO (hrara.

PCKOMCHZ{yeMHe npeayCTaHOBJICHHBIC YTUJIIUTHBI: gdb, gcc 1 ap.



Web

«HenarHo y3Ha1 npo xml, rmoka JIMiib pa3ouparoch, He CyJIUTE CTPOro» — CKa3all Halll CTaXKep
OTJIeNIa KOCMHYECKUX 03KeHaepoB. OH SIBHO TUIOXO YYHJIICS B IIKOJIE U B pa3pabOTaHHOM MM BeO-
CepBUCE ECTh ySI3BUMOCTH.

[{enpi0 SBISIETCS UCCIIEAOBAaHIE JIOTUKH pabOTH BeO-Tipruioxkenus. [lpu atom:
*» TpeOyercst onpeenuTh ysI3BUMOCTD B Peai3alliy BeO-TIPUIIOKEHNUS;

® Tpe6yeTc51 CUUTaTh ﬂag.txt N3 JUPCKTOPUHU MPUIIOKCHUS, ITIOIKCILTYAaTUPOBAB 3Ty YA3BUMOCTD.

Hror [2a6OTH: HaXO0XJICHNC d)nara, JOCTYII K KOTOPOMY ABJIACTCA MHAUKATOPOM YCIICIITHOTO PEIICHUSA
3aJaHMs.

Kputepuit OlleHKH: TIPETOCTABICHHE KOPPEKTHOTO (hrara.

Pexomennyemble MpeaycTaHOBICHHBIE yTUINTHL: Burp Suite

Web-2

Craperit no6psiii PHP ncnione3yercst maxe 3a npenenamu atMochepst 3emmn. Hecmotps Ha
HEOOJIBIIYIO YSI3BUMOCTb, KOTOPYIO 51 HAIIEN, TOJTHBIN yAANEHHBIN TOCTYI BPSA U BO3MOXKEH. ..

[{enbt0 pabOTHI SBNISIETCS UCCIEIOBaHUE JIOTHKH Pa0oThl BeO-ipuiioxenus. [Ipu stom:
* Tpebyetcs onpenenuTs ya3BUMOCTh B peau3aliy BeO-IIPUIOKCHHUS;

* HeoOxomumo cuntats Qaiin co cirydyailHBIM Ha3BaHHEM M3 JUPEKTOPHU MPUIIOKEHNUS,
MIPOIKCIUTYaTHPOBAB 3Ty YSI3BUMOCTb.

Utor pabotel: HaxoxaeHue (ara, J0CTYN K KOTOPOMY SIBIISIETCS MHIUKATOPOM YCIIEITHOTO PEHICHUS
3alaHusl.

KpuTepuii olleHKH: IpeI0CcTaBIeHNE KOPPEKTHOTO hutara.

Linux\Unix

Bce 6unaphbie (haiiiibl KOJ0B 3aIlycKa pakeT JOJDKHBI ObITh B MOPSIIKE. Y HAC )K€ CEPbe3HbBIN
TEXHUYECKUI KOHTPOJIb U BOeHHAs nipuéMKa... Ho Ha Besakuil ciyvaid, Haj0 POBEPHUTH.

Llenbro paboTHI sIBNISETCS HCCIIEI0BAaHKE JIOTHKU paboTsl cepsepa. [Ipu atom:

* [lepBoHaYaIbHOE MOAKIIOYECHUE K CEPBEPY MMPOMCXOIUT TI0 JIOTHHY Iapoio petya:pass-for-ssh
(mopt ssh cepBepa ykaszaH mociie moAHATHA 3aJaHus);

» HeoOxomumo cumnrath conepxkumoe (aiina ¢ ¢arom, KOTOPBIH HAXOUTCs B (aiIoBOM crcTEME.

Htor [za6OTI)I: HaXO0XJICHUEC (bnara, JAOCTYII K KOTOPOMY SABJIACTCA MHAUKATOPOM YCIICIITHOI'O PCHICHUA
3aJaHHs.

KDI/ITGDI/Iﬁ OLICHKU: MPEAOCTABJICHUEC KOPPEKTHOI'O qmara.

PexomeHyemble IpenycTaHoOBIEHHBIE yTHIIATHL: hashcat, john



C3HU Nel
Co3znmanue aepeBa MUPPOBEIX CEPTUPUKATOB.

J1n1st KoppeKTHOM paboThl BeO-cepBrCa yIIPABICHHS KOCMUYECKOW CTAHIINH, HEOOXOIUMO Pa3BEPHYThH
nHppacTPYKTYpy OTKpHITHIX Kirouei (PKI). s aToro peanusyiTe CKpUIIT C UCIOIb30BaHUEM
OpenSSL o co3manuio Menoyky MU POBEIX cepTuhrKaToB. CreHeprupoBaHHbIe cepTH(HHUKATHI (M BCS
[IENOYKa JOBEPHs) HE TOJDKHBI IMETh OMNOOK, KPUTHYECKUX TMOJIeH (KpoMe yKa3aHHBIX) WITH
HEBCPHBIX JAaHHBIX.

[{enpio paGOTHI ABISIETCS CO3AaHNE CKpHIITA (.bat), KOTOPEIH MPH 3aITycKe TOTHOCTHIO
ABTOMAaTUYECKH CO3/aeT ACPEBO cepTH(UKATOB U3 3-X ypoBHe. [1pu sToMm:

* Kopnesotii ceprudukar Y1 (root ca) — mis “Space Station” MJIN «KocMmuueckast CTaHIUsD
* [Ipomexyrounsrii LIC (mca) - ans Bamero kimacca (Hanpumep, “Kiace 11a”)
» KoHeuHsrIit (1moap30BaTenbeKuid, user) s ceos (Name Surname)

[Ipu orobpaxenun B xpanwiniie Windows nepeBo cepTH(HUKATOB AOJKHO OTOOpakaThes 0e3
OLIMOOK.

3aKphITHIN KIFOY JOJDKEH OBITH 3aimmn()poBaH.

O06s13aTeNIbHO UCTIONB30BAHNE PACITUPEHHN:
* OrpannyeHus nenoyku - basicConstraints: mist Y1 - 6e3 orpannuenuii, L{C - pa3peminTs BoIIaBaTh
TOJBKO TOB30BaTenbckue, Koneunsli - He L[C)

Utor pabotsl: 3arpy3ute B mpeaocTaBieHnbie popmbl 10 ¢aiinos:

* uToroBbie cepTudukate (3 ¢aiina B hopmare .crt),

* CKpUNT U1 co3anus ceprrudukaros (1 daiin .bat)

* 1 koHUrypanuoHHbIN (aiin openssl it coznanus cepTudrukaToB

* CKpUHIIOTHI: co3/1aHHoOro AepeBa mpu mpocmorpe B OC Windows (1 daiin) u Brimagku Details
kaxzoro ceprudukara (3 gaiina) B nenouke npocmorpe B OC Windows (4To0bI OBLITH BUIHBI BCE
pacipeHus)

* (paiin PKCS

Hcnonp3oBanue pycckoro si3pika B mossix ceprudukara Cyosekt (Subject), Mznarens (Issuer) Oyaet
TUTIOCOM.

Kpurepun onienku (mrpadsl CYMMUPYIOTCS IIPU HAJIWYWH HECKOJIBKHUX OIIMOOK):

* JlepeBo coznano, Ho cepTudukatsl He codpansl B PKCS - munyc 2 6anna

* JlepeBo cepTuukaToB cO3qaHO0, HO OTOOpaxkaeTcss B Windows ¢ ommOKoii B OTHOM cepTU(UKATE -
MuHYyC 2 Gaia

* JlepeBo cepTuukaToB co3aH0, HO oToOpaxaercst B Windows ¢ ommOkamu 6oJiee 4eM B 0JJHOM
ceprudukare - Bcero 0 6ayioB

* Vcrionb30BaHbI Apyrue paciIupeHust ik He UCTIONh30BaHbl TpeOyeMble - MUHYC 2 Oasia

* [Ipu co3nanum ceptudukara Tpedyercst BBOJ HHPOPMAIIUK ¢ KJIaBHATYpHhI (BCE TOIDKHO paboTaTh
aBTomMatndecku!) - MuHyc 1 Oaia

* [Tona Cy6wekt (Subject) u M3narens (Issuer) 3amoaHEeHbI M0 aHTTMHCKUM — MUHYC 1 6art.



C3HU Ne2

Tpadux k BeG-cepBHcaM CTaHIIMHU JOJDKEH OBIThH 3aIUILIECH OT NepexBaTa. JlaBaiite moTpeHupyemcs.
Co3zpaiite ¢ momorpbto OpenSSL nndpoBoii cepTuduKaT U IPUMEHNUTE €ro Il CO3TaHUS
3amumieHHo cBsu o mpotokoiny HTTPS ¢ Be6-cepBepom Ha Barmeii BupTyanbpHOI MamiinHe.
Beb6-cepBep (ecnu He 3armmymieH) 3ayCTUTE CAMOCTOSTETHHO.

Utor pabotsl. 3arpy3ute B mpenocTaBieHHbIE GOPMBI 5 (haitiioB:

» CxpuHIIoT (B popmare .png, mpuMep HIDKE) YCTAHOBIIEHHSI 3aIIUIIIEHHOTO JOCTYTIA IO MTPOTOKOIY
HTTPS x Be6-cepBepy ¢ xoct-Mammnsl (IIK yuactHuka) mpu oTkpbITOM IUppoBOM cepTudUKaTe

* CxkpuHIoT (B popmare .png, MpuMep HUKE) YCTAHOBIICHHUSI 3aIIUIIIEHHOTO JJOCTYTIA MO MTPOTOKOIY
HTTPS x Be6-cepBepy ¢ xoct-mMammas! (11K yqactHIKA)

» Co3nanHblil cepTuuKaT
* Ckpunt OpenSSL mi1st co3nanus ceptudukara (zip-apXuB B cllydae HECKOIBKHUX (aiiiioB)

» Kondurypanronssie ¢aiiisl Be6-cepBepa, B KOTOphIe BHECEHBI N3MEHEHUS (Zip-apXuB B CITydae
HECKOJBKUX (hailioB)

WHoTpysmesT npoosoTpa ceptudnkaroa: *xn--dlacpi3txn--pla

Oowmme

Kouy Duaa

fow mwan

—

Pucynok 2 - npumep 3amuiienHoro coeaunenns no nporokoixy HTTPS (c caiitom Snnexca) —
oOpaTuTe BHUMaHUE HAa CHMBOJI 3aMKa, 0003Havdaromuil Oe3onacHoe coequaenue. B mudposom
cepTU(UKaTe TOJDKHBI OBITh YUTAEMBbI BCE IOJISL: OJDKHO OBITh MOHATHO, YTO CEpTU(UKAT CO3AaH
YYaCTHUKOM

Kpurepun orerku (mrpadsl CYMMUPYIOTCS IPU HAIMYNH HECKOIBKUX OIIHOOK):

Bce ¢aitnbl 10mKHBI OBITH IPEOCTABICHBI, HA CKPUHIIOTE JOJDKHO OBITh BUIHO YCTaHOBJICHHOE
coeaunenne 1o HTTPS 6e3 omm6ok. B mone Subject (Odmiee umst, CyobekT) cepTudukara J0JHKHO
cormagath ¢ URL BeG-cepBepa (IP anpecom mnm momenasiM nmerem). Eciin 3amouex HTTPS
OTCYTCTBYET— HOJIb OaJutoB. Eciin ecTh ciieqpl moiienku (He COBIAIAIOT JaHHBIC 110 cepTH(UKATy B
CKpHIITE U KOHEYHOM cepTH(UKaTe U T.I1.) — HOJIb OaJIOB



